
Free SSL Certificates



SSL / TLS

• Trust comes from Certificate Authorities 

• Certificate for each server (or wildcard for domains) 

• Regular: 

• EV:



SSL is expensive?

• RapidSSL: $49 / $199 wildcard 

• Thawte: 
SSL123: $149 / $745 wildcard 
SSL Web Server: $199 / $299 EV / $499 wildcard 

• Comodo: $77 / $99 EV / $405 wildcard



Want a used car with that?



WTF?



Certificate Authorities

• Supposed to check business information 

• In practice, can get a certificate in minutes, no 
human intervention, no business documents 

• What are we paying for?



What are we paying for?

LOGOS!



Let’s Encrypt
• New kind of CA 

• ACME protocol to check domain ownership 

• Provisioning via simple software 

• Standard certificates 

• CRL / OCSP support



EASY!
• Two commands (FreeBSD): 

• pkg install py27-letsencrypt

• letsencrypt certonly --webroot  
-w /usr/local/christodeluxe/www  
-d christodeluxe.com  
-d www.christodeluxe.com

http://christodeluxe.com
http://www.christodeluxe.com


EASY!



EASY!



Apache Setup
<VirtualHost *:443>

SSLEngine On

SSLHonorCipherOrder on

SSLCipherSuite HIGH:!aNULL:!MD5:!RC4

SSLProxyCipherSuite HIGH:!aNULL:!MD5:!RC4

SSLProtocol all -SSLv3

SSLProxyProtocol all -SSLv3

SSLCertificateFile /usr/local/etc/letsencrypt/live/christodeluxe.com/cert.pem

SSLCertificateKeyFile /usr/local/etc/letsencrypt/live/christodeluxe.com/privkey.pem

SSLCertificateChainFile /usr/local/etc/letsencrypt/live/christodeluxe.com/chain.pem

</VirtualHost>



Browsers



Domain Validation: ACME

• Need to know you control the site 

• ACME protocol to the rescue! 

• Web-based approach 

• DNS-based approach



ACME - Web Validation
• CA sends a nonce (random value), client to encrypt 

• CA asks for a resource to be created on the site



ACME - Web Validation
• client returns signed nonce, provisions resource 

• CA goes to live web site, downloads resource



ACME - Web Validation
• If checks pass, client sends CSR to CA 

• CA returns signed certificate



Limits
• LE issues 3-month certificates (expects regular, 

automated renewal) 

• 100 host names per certificate 

• 5 changes/week for existing host names 

• 20 certs per domain per week



Browser support
✓Firefox, Chrome 

✓ IE / Windows Vista+ (XP SP3 too) 

✓Safari 4.0+, iOS 3.1+ 

✓Android 2.3.6+ 

😱No Blackberry, Nintendo 3DS support



SSL FTW!


